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Abstract. Reliability modeling enables deriving reli-
ability measurements and illustrating relevant fault-
dependencies inmanufacturing systems. Data-driven re-
liability modeling uses data generated in systems to ei-
ther automate or at least support extraction of reliability
models. To use these extracted models for decision sup-
port, we need to ensuremodels’ validity. In this extended
abstract, we discuss our initial approach for validating
data-driven reliabilitymodels. The challengewith validat-
ing data-driven models lies in the fact that these models
are continuously generated and updated, implying that
we need a new or updated validation approach to en-
able an ongoing validation of these models. The upside
is that the systems of interest generate large amounts of
data, which can significantly support the quantitative vali-
dation processes. Additionally, we briefly address the im-
plications that could result fromour proposed approach.

Introduction

Advancements in manufacturing technology have

led to the generation and collection of vast amounts

of data that are stored within information systems,

such as Manufacturing Execution Systems (MES) and

Supervisory Control and Data Acquisition (SCADA)

systems.

This data, generated from equipment control sys-

tems, such as Programmable Logic Controllers (PLCs)

or collected from sensors monitoring equipment state,

can be used to support decisions. On the flip side, mod-

ern manufacturing systems have become increasingly

complex, which complicates systems’ maintenance and

identification of possible vulnerabilities that affect their

reliabilities.

To this end, reliability modeling includes a number

of techniques to assist with this. Conventional relia-

bility modeling, however, relies significantly on expert

knowledge of the system under study, which can be-

come a bottleneck as systems become more complex

and experts sparse [1]. Moreover, manufacturing sys-

tems are often subject to frequent modifications that

can quickly make such conventional reliability models

obsolete when systems’ topologies change [2]. Thus,

there is a need to dynamically generate accurate relia-

bility models for manufacturing systems based on data

to address the challenges described above and to ensure

optimal exploitation of reliability models in the shop-

floors [3, 4]. This is what we term as data-driven relia-

bility modeling [5].

Validation is necessary to enable the use of the data-

driven reliability models to support decisions. Con-

ventionally, model validation is carried out by a sub-

ject matter expert after the model has been constructed.

However, the automatic generation of models in data-

driven reliability modeling requires an automated ap-

proach to continuous validation [6].

The vast amounts of data generated by advanced

manufacturing systems can be utilized to address these

challenges and enhance the accuracy and statistical

significance of validation outcomes.



Here, we introduce our approach for validating data-

driven reliability models (Section 1) and discuss data

requirements, as well as other implications arising from

our proposed approach (Section 2).

1 Validation of Data-driven
Reliability Models

Figure 1 outlines the approach that we propose for

validation of data-driven reliability models for manu-

facturing systems and how it is embedded in the general

process of data-driven reliability assessment (DDRA).

The general process of DDRA consists of the fol-

lowing phases:

1. Definition, generation, collection and

preprocessing of relevant data,

2. reliability model extraction,

3. validation of the extracted model,

4. simulation and calculation of systems’ reliability

measures and

5. presentation of results in a dashboard to support

decision-making [5].

To validate extracted reliability models, we follow

the typical two steps:

1. ensuring face validity, and

2. quantitative validation [7].

Face validity is used to describe a subjective judg-

The availability of data streamed from information

systems, such as MES or SCADA, as well as from sen-

sors, offers an opportunity to automate and enhance the

quantitative validation, which is what we aim to ex-

plore.

Quantitative validation can be performed through ei-

ther input-output transformations, or streaming input

data. Input-output transformations compare output data

from the real system with the output data from the sim-

ulation model, without utilizing real data for the input

variables.

However, in the case of advanced manufacturing

systems, the generation of vast amounts of data presents

an opportunity to feed a simulation model with suffi-

cient data, such that the necessary number of replica-

tions can be performed with it to yield validation results

with the required level of statistical significance. Since

we derive reliability models from data, we can also use

the same data to quantitatively validate extracted relia-

bility models. Furthermore, the continuous recording of

data in the physical system enables continuous valida-

tion in addition to periodic and on-demand validation.

If the validity of a reliability model is not refuted, it

implies that the model can be used to support relevant

decisions. For example, we can evaluate the impact that

different resources have on the overall reliability of the

system.

If the validity of a reliability model is refuted, we

must regenerate (i.e., repeating the first two phases of

DDRA, as described earlier) or, in case of minor issues,

recalibrate the model.

2 Discussion

In this last section we describe the data requirements for

validating data-driven reliability models. We then high-

light various research directions for utilizing validation,

such as model calibration, as well as considerations for

scheduling validation and determining the appropriate

timing for generating new models.

To enable validation of data-driven reliability

models, it is important to gather and have access to all

the necessary data that are required for the validation

process. This includes, for example, event logs that

capture relevant events related to material flow in a

system and a state log that captures state changes in the

system’s production resources.

ment of experts whether the model and/or its behavior

accurately reflect the real-world system being modeled.

Face validity can be assessed by reviewing the model

structure, inputs, and outputs and comparing them to

the real-world system, as well as by conducting a qual-

itative evaluation of the results.

Quantitative validation compares data from the

real system with data generated from the simulation

model, with the goal of applying statistical hypothesis

testing to determine the similarity of the simulation

model and the real system with respect to predefined

performance measures [8].
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Proposed approach for validation of data-driven reliability models.

In the previous section, we described that the same

data used to generate the model can also be used for its

validation. Performance indicators such as throughput

(i.e., the number of completed orders per time unit) and

downtime of the system and/or its resources can be used

for validation.

The information needed to calculate these indicators

is readily available in the event log capturing material

flow and the state log tracking resource state changes.

Validation is a vital component of data-driven simu-

lation modeling in general, as validation can be used to

calibrate extracted models [8].

One approach to quantitatively validate and cali-

brate an extracted reliability model is through the use

of reinforcement learning (RL). RL can be utilized to

optimize the models’ parameters to better approximate

the behavior of the manufacturing system. When the

simulation model’s output deviates from the system’s

actual output, an RL-agent can make adjustments to the

model parameters.

After a each simulation run, the agent either receives

a positive or negative reward based on the simulation

results. RL can also be used to aid calibrating the reli-

ability model to optimize towards a given performance

indicator, such as throughput.

For example, if the agent identifies that increasing

buffer sizes or reducing failure rates of production re-

sources would lead to increased throughput, it can trig-

ger a reconfiguration of the manufacturing system.

Another important aspect we need to consider is

the scheduling of model validation. This can be either

time-based or trigger-based. For example, in critical

systems the reliability model should be validated in

real time to ensure continuous robustness of the model.

In less critical systems, validation can be scheduled,

for example, once a day or once a week. A new

validation run can be triggered by the handling of

a new production batch, change of shift, change of

resources/equipment, or simply, if the output of the

model seems incorrect.
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Clearly, a new reliability model must be generated

and thus validated once there is a change in topology/-

configuration o f t he p hysical e ntity ( e.g., introduction

of redundancy, change of production routes, change of

maintenance policy).

Furthermore, the integration of new data sources

can be used to enrich the data-driven reliability model,

which in turn requires validation of the enriched model.

With this extended abstract, we aim to open a
discussion and to stimulate research on validation of
data-driven reliability models for manufacturing
systems. This is especially relevant in the emerging
context of digital twins. In future, we plan to test our
proposed approach in a case study.
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